


FireProof meets these challenges with its advanced health
monitoring, and optimization module, delivering high availability
for multiple IDS systems. FireProof eliminates network failures
by creating an IDS farm, copying traffic to operational IDS
servers only. By filtering out suspicious traffic and copying it
to the IDS for monitoring, FireProof provides full control and
prioritization of traffic scanning. Moreover, FireProof optimizes
IDSs by aggregating traffic from multiple segments into one
IDS server for streamlined and cost effective operations. By
enabling concurrent operation of multiple IDS servers across
a single high throughput network segment, Fireproof ensures
fully scalable IDS performance to support any network bandwidth.

Enhanced Protection with Application Security
The Application Security module provides an additional line of
defense for critical network resource protection. FireProof
automatically detects and protects networks and applications
from more than 450 known attack signatures, including Buffer
Over Flow (BOF), Exploits and vulnerabilities, Mis-configuration,
Default installation, Back door - Trojans and port scanning.
All traffic is monitored in search for attack signatures and any
suspicious traffic is immediately dropped and blocked. Built
in to Radware’s multi-layered switching architecture, the
Application Security module can protect multiple network
segments without the need to install a separate unit for each
delivering an unprecedented level of performance and security
across all enterprise processes and operations.

High Performance Denial of Service (DoS) Protection
Fireproof’s DoS Shield specifically addresses DoS attacks in
high throughput environments. The DoS Shield can sustain
Gigabit throughput while blocking four active DoS attacks and
protecting against 50 other possible attacks. There is no other
solution available in today's market that provides this level of
protection against DoS attacks, while sustaining high

performance. DoS attacks are identified in real time using an
advanced sampling algorithm. Once an attack is recognized,
the attack traffic is dropped while each packet is inspected.
Legitimate traffic continues to proceed normally, allowing
end-users to transparently receive uninterrupted service.
Radware’s DoS Shield is easily customized and grants full
control to administrators.

Policy Enforcement with Bandwidth Management
FireProof enables you to enforce your policy on bandwidth
usage by classifying and shaping traffic based on characteristics
including application type, content, class of user, source or
destination of traffic and URL. Each class of traffic can be
guaranteed certain bandwidth and/or be limited to a maximum
bandwidth, thereby ensuring control of bandwidth and relative
service priority. If bandwidth allocation for a specific service
class reaches its maximum, bandwidth “borrowing” from
another class is enabled based on availability, maximizing
performance and optimizing bandwidth utilization. As firewalls
and VPNs typically are located at the entrance of enterprise
networks, FireProof can easily enforce bandwidth policies, as
data is prioritized before being encrypted.

Enhanced Performance with Application
Switch Hardware
Users will benefit from Radware's Application Switch hardware
platforms which introduce a new benchmark in control,
performance and security. The Application Switch platforms
are based on a multi-layered switching architecture, switching
ASICs at the port levels and a non-blocking 19.2 Gigabit
back-plane, delivering full capacity application switching.
The platforms support up to 7 Gigabit ports and up to 16 Fast
Ethernet ports, all in 1U. These capabilities, combined with
our robust software feature set, introduce unparalleled Gigabit
traffic management performance.
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